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53 is just one of many AWS ser-
vices that store and process data our
customers have entrusted to us. To
safeguard that data, the core of cach
service relies on fault-tolerant dis-
tributed algorithms for replication,
consistency, concurrency control, au-
to-scaling, load balancing, and other
eoordination tasks. There are many
such algorithms in the literature, but
combining them into a cohesive sys-
tem is a challenge, as the algorithms
must usually be modified to interact
properly in a realworld system. In
addition. we have found it necessary
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System Components Line count |Benefit
S3 Fault-tolerant low-level 804 PlusCal |Found 2 design bugs. Found further
network algorithm design bugs in proposed optimiza-
tions.
Background redistribution of |645 PlusCal |Found 1 design bug, and found a
data bug in the first proposed fix.
DynamoDB |Replication and 939 TLA* |Found 3 design bugs, some requir-
group-membership systems ing traces of 35 steps.
(which tightly interact)
EBS Volume management 102 PlusCal |Found 3 design bugs.
EC2 Change to fault-tolerant 250 TLA*  |Found I design bug.
replication, including 460 TLA*
incremental deployment to  [200 TLA™
existing system, with zero
downtime
Internal Lock-free data structure 223 PlusCal |Improved confidence. Failed to find
distributed a liveness bug as we did not check
lock liveness.
manager

Fault tolerant replication and
reconfiguration algorithm

318 TLA™

Found 1 design bug. Verified an ag-
gressive optimization.




TLA+ Specification

e Variables e Constants
» BERIAXFHIRE » BERTEMSENSEE
« TEHRXEFVARIABLESIE! » HXEEZCONSTANTSIE
e Actions = BN ENEZRIDENE
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= EXBREFETHLE
= Safety: MREKIAZKRE
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= Liveness: IFHBTHRZSRE
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______________ CONSTANTS ________
1.CONSTANTS Max, NotMax, Data, Nil '}

i
1
L------------------------------------

| 2.VARIABLES msg, cache, stage | VARIABLES

3. vars 2 ]msg, cache, stage> T - .
4.Init £ Amsg = Nil « S ScacheFERBIBEmsghIEdzE
5. A stage = "request” - FRAMEMmN :
6. A cache = {} « Max: WNERmsg Ecacheh BRI ALEEXRE
7. * NotMax: MRARZEAH
8. getMax(5) £ CHOOSE t€S:VseS:t=s

i 9. Request(data) £ Astage = request” i

110. A stage’ = "respond” :

111, Amsg' = data i

112 . AUNCHANGED <« cache » ' ACTIONS

13. Respond % Astage = "respond”

14. A stage’ = "request™

15. A cache' = cache U {msg}

16. Amsg' = IFmsg = getMax(cache')

17. THEN Max ELSE NotMax

18. Next £ v 3d € Data : Request(d)

19. V Respond

;? . Spec £ Init AO[Next],,, . PROPERTIES

. . ) ) ) q
: 22 . Invarlant é Cardlnallt Cache g Card Lnallt Data 1 EuroSys "23, May 8-12, 2023, Rome, Italy Dong Wang, Wensheng Dou, Yu Gao, Chenao Wu, Jun Wei, and Tao Huang
]
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/\stage="respond”
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Respond
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Request
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Next: ARSEEIZFHN
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e “....1then asked the audience to raise their hands if they could look at
this formula and understand it. About half the audience raised their
hands. | then asked all the mathematicians to lower their

hands. Almost no hands remained up. Hardly any of the computer
scientists could understand it. ”

e https://lamport.azurewebsites.net/tla/math-knowledge.html

Why Don't Computer Scientists Learn Math?

Last modified 28 March 2017
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Part 4: Properties



e cache (RFEEIGHE

Example: Cache System

o WEIFFEHE msg
o HIMRERIRA(E

o iR

o] Max / NotMax

18

.CONSTANTS Max, NotMax, Data, Nil
.VARIABLES msg, cache, stage

. vars = <msg, cache, stage>
.Init £ Amsg = Nil

A stage = "request”

A cache = {}

. getMax(S) £ CHOOSE t€S: VseES: t=>s

. Request(data) = Astage = "request"”

A stage’ = "respond"

Amsg' = data

NUNCHANGED « cache >

. Respond &£ Astage = "respond”

A stage’ = "request”

A cache' = cache U {msg}

Amsg' = 1F msg = getMax(cache')
THEN Max ELSE NotMax

. Next £ v3d € Data : Request(d)

V Respond

. Spec £ Init AO[Next]

vars

. Invariant £ Cardinality(cache) < Cardinality(Data)
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